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Introduction to BARX Corporate

Welcome to BARX Corporate —an internet based treasury dealing service, providing online foreign

exchange dealing (FX), real-time exchange rate and deposit information and online Treasury

Deposit capability™.

BARX Corporate enables you to deal in foreign currencies, including foreign exchange spot
and short-dated deals, fixed and option dated forward contracts, swaps up to pre-agreed

limits and treasury deposits”.

* Online Treasury Deposit capability and option dated forward contracts are only available in the UK.

This guide is designed to help your business enjoy the benefits of BARX Corporate as quickly

as possible and should be read in conjunction with the 'Getting Started' section of the website.

Firstly, it provides additional information you may need on the installation steps 1-3 detailed

within the 'Getting Started’ web page.

Secondly, it details roles and responsibilities.

Itisimportant that System Administrators and users read the information within these
sections to understand their roles and responsibilities, and how they can ensure the highest

standard of security is maintained.

Finally, you will find a 'Frequently Asked Questions' section. This covers the most common

questions around getting started, raised by users.

Contacting the BARX Corporate Client Services Team

The Client Services Team provide dedicated support and administration of BARX Corporate.

You can call them between 07:30 and 17:30 each working day on (+44) 20 7773 9259.

For clients based in GCC countries, the client Services Team can be contacted

on +971(0)4 438 1144, 24hours a day from Monday to Thursday.

The email address is: barxcorporate@barclays.com

The addressiis:

BARX Corporate Client Services Team
Barclays Bank Plc

1 Churchill Place

Canary Wharf

London

E14 5HP

System requirements

Below are the recommended system requirements, BARX Corporate may experience

performance issues if these are not met:

»  Windows 10 or a more recent operating system with the latest service packs and security
updates installed

»  Microsoft.Net framework minimumv4.5.2

+  2GBhard disk space available

+ 1GB of available RAM

+  32Mb of video memory

+  Dual core Processor

« Acurrent web browser is required to download installation files

+ 19inch Monitor (or larger) with resolution of 1280x1024

+ Internet Connectivity with a recommended minimum 3Mbps download speed

«  Anonymous and Basic authentication supported (Window Integrated authentication,

otherwise known as NTLM, is currently not supported.)
+  Firewall to be configured to allow the file types .bnlp, .exe, jar, and .msi

« Firewall to be configured to allow the following web and IP addresses:

https:/certs.barx.com

https:/live.barcap.com

141.228.80.119

141.228.141.5

141.228.179.29

147.63.164.103

141.228.140.76

141.228.80.76


https://live.barcap.com/UAB/S/ecom/logon/1/default?returnUrl=https://certs.barx.com/online/action/index
https://live.barcap.com/UAB/ct_logon_basic?resumePath=%2Fas%2FczCKWpGoLX%2Fresume%2Fas%2Fauthorization.ping&allowInteraction=true&reauth=false&connectionId=ib-liveint-bcl-TABnyCxF9gRRi2zX750OCr6d6ARQgNVk&REF=B6106593B06C846B168A4F109115D9C047875D4D0944E9204C0800000006
mailto:barxcorporate%40barclays.com?subject=

Step 1. Installing BARX Launcher platform

In order to use BARX Corporate, the BARX launcher Platform is required to be installed on the

local machine.

Download and install the BARX FX Launcher package by clicking copying and pasting the link
https:/trader.barx.com/launcher/BARX-Launcher.msiinto your browser and follow the

on-screen instructions.

Step 2. Downloading your Personal Digital Certificate

In order to use BARX Corporate, a digital certificate is required for each user. (See FAQs to read
more about Digital Certificates.) To complete this download process, you require three items of

information:

+ username
+ password

» Registered telephone number
https:/www.barx.com/ms/barxcorporate.html

Search your system for BARX Certificate Downloader and follow the on-screen instruction.

Step 3. Downloading BARX Corporate
Having installed the BARX Launcher —and your personal certificate, you are now ready to

download BARX Corporate.

Launch BARX by clicking copying and pasting the link https:/trader.barx.com/efxdealer/bwl_

barcap.bnlp into your browser and entering your username and password when prompted.

*If you are a BARX Corporate UAE Client please click copying and pasting the link copy and paste

the link https:/trader.barx.com/efxdealer/bwl_efxdealer-uae.bnlp into your browser*

** Note: If you have problems connecting, check your proxy server settings by clicking "Internet
Settings" in the login window and entering your proxy settings as required. You can find more

information in our FAQ section below. **

Step 4. Create a desktop shortcut for BARX Corporate

»  Goto Startand type "bwl_barcap-win7.bnlp" in your Windows search bar

» Right-click and select the option "Go to file location”

+  Move the file to the Desktop

+  BARXLive Corporate will request to create a desktop shortcut on first time signing in.

*for UAE clients please go to start and type "bwl_efxdealer-uae.bnlp"*


https://trader.barx.com/launcher/BARX-Launcher.msi
https://www.barx.com/ms/barxcorporate.html
https://trader.barx.com/efxdealer/bwl_barcap.bnlp
https://trader.barx.com/efxdealer/bwl_barcap.bnlp
https://trader.barx.com/efxdealer/bwl_efxdealer-uae.bnlp

Step 5. Contact the Client Services Team

Before attempting to deal you will need to activate your account by calling the Client Services

Team.

Roles and responsibilities

System (security) Administrator

The System Administrator is the main point of contact within the organisation when using
BARX Corporate. They play an important role in the usage of BARX Corporate and therefore
must be appointed by the client signatory of the BARX terms.

Should you wish to add or change the name of an existing System Administrator you must

contact your Relationship Team.

A System Administrator will be responsible for the organisations profile on BARX Corporate and
will be able to contact the Client Services Team to:

« give authority to assign access rights for new users as appropriate

« giveinstructions to request/appoint new users

« give authority to change user access rights (i.e. their ability to undertake tasks)

« giveinstructions to change individual user limits (if required)

« giveinstruction to suspend users on BARX Corporate

In addition, a Systems Administrator can either (a) view foreign exchange and money market

rates and deal information, or (b) view and deal on behalf of the organisation.

Users

Users responsibilities are allocated by the System Administrator.

Users can either:
« simply view rates and deal information, or

« view and trade deals on behalf of the organisation

Using BARX Corporate

Online Help

BARX Corporate includes an on-line help facility which will provide you with the support

required to use the service effectively.

Each deal screen has an associated help topic. Such topics are known as context-sensitive

topics since they are accessed straight from the screen you are currently viewing.

For example, on the FX Spot/Forward screen, click on the ? button to get specific,
context-sensitive, help on this screen. Alternatively select 'Help' on the menu bar and you

will see a fullindex of BARX Corporate related topics.

% BARX Corporate - demo_user
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File Wiew FX MoneyMarket Research Window Help Full He|p
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Security

BARX Corporate uses industry strength cryptographic algorithms to provide its Public Key

Infrastructure (PKI) authentication and 128-bit data encryption.

128-bit data encryption is one of the most secure forms of encryption available, this ensures

confidential transfer of data between your PC and the bank.

Your Digital Certificate

In order to log-on to BARX Corporate a digital certificate is required. This digital certificate
utilises PKl and enables users to interact with BARX Corporate using digital identities. Each
user is assigned their own unique online digital ID that verifies their identity when accessing
BARX Corporate.

Certificates cannot be transferred between users and expire after two years. They can

be transferred between PC's using the provided wizard in Windows.

*See export/import section at the end of this guide.

Keeping your user name and password safe

Each user on BARX Corporate will have a unique user name and password. It is your

responsibility to ensure they are kept confidential.

» Do not write down your password

+ Do not tellanyone else your password

+  Donotleave your PC unattended whilst logged in to BARX Corporate

+ Ifyoufeel your password has been compromised, inform your System

Administrator immediately

It is good practice to log off BARX Corporate when you have finished using the BARX Corporate

website or are leaving your machine for any length of time. This will prevent any unauthorised

users from viewing your information or booking a MM or FX deal without your knowledge.

Changing your password

You will be prompted to change your password only at first login. Therefore, it is recommended
that you change your password on a regular basis. This can be done by selecting 'Change

Password' from the support menu where you will be asked to enter a new password.

Failed log-in attempts

If you enter anincorrect password and access to your digital certificate is blocked, then please

inform your System Administrator who will contact the Client Services Team.

Frequently Asked Questions
Q. How does BARX Corporate stay up to date?

A. The application automatically checks for updates to the application and downloads them

so the current version of BARX Corporate is always presented.
Q. Whatis a digital certificate?

A. Adigital certificate is used as a security mechanism to successfully authenticate the user.
In order to use BARX Corporate the digital certificate acts as a gateway whereby individuals

use their name and password to confirm their identity before gaining successful access.

The digital certificate utilises Public Key Infrastructure (PKI) and provides secure

authentication, encryption and non-repudiation.
Q. Whereis the certificate stored?

A. Certificates are stored in the users Certificate Store located within the Registry, and can
be viewed within your web browser or "Manage User Certificates”. See export/import section
at the end of this guide. Users with roaming profiles are able to log-in from any

PC, assuming that the relevant software is available on that PC.

Q. My digital certificate is due to expire, how do I renew?

A. You should receive an email reminder a few weeks before expiry to renew.
Once a certificate has expired you will need to contact the Client Services Team to generate
a PIN for a new certificate and then download the new certificate. If you do not receive an

email, please contact the Client Services Team for assistance.



Q.

A.

I've downloaded BARX Corporate and logged on but am unable to deal. What can 1 do?

Call the Client Services Team. Please refer to page 2 of this user guide for contact details.

You will need to activate your account before you can deal.

Q.

A.

What IP addresses and ports are used by BARX Corporate?
https:/certs.barx.com

https://live.barcap.com

141.228.80.119

141.228.141.5

141.228.179.29

147.63.164.103

141.228.140.76

141.228.80.76

What file-types do | need to permission on my firewall?
Firewall to be configured to allow the file types .bnlp, .exe, jar, and.msi.
What proxy servers are compatible with BARX Corporate?

BARX Corporate will work with any proxy server that supports HT TP Tunnelling, i.e. one
that supports the CONNECT method. Basic or anonymous authentications are the only
authentication schemes currently supported. Window Integrated Authentication, otherwise

known as NTLM, is not currently supported.

My company'’s Internet security policy prohibits the download of any files. Can | still
use BARX Corporate?

Yes. Please contact BARX Corporate Client Services Team for more information.
I received ‘Windows protected your PC’ when trying to install the BARX Launcher

Windows defender is blocking the application from running. Select More Info and then

Run Anyway.

. ‘Unable to load resource’ error

BARX Launcher has difficulty trying to download the BARX Corporate files from our servers.
This could be because of incorrect proxy settings, files being blocked by the firewall or
Internet-related (ISP connectivity, DNS, routing or bandwidth). To also be white-listed from

SSL interception.

. 1am always prompted for a username and password before the BARX Corporate login

screen appears

Your proxy server has been configured by your network administrator to explicitly asking
for authentication when accessing the Internet. Adding the BARX Corporate IP address to

the Trusted List on your proxy server may negate the need for this.

. ‘Error connecting through proxy’

Either the proxy server settings on the BARX Corporate Config screen are incorrect (check
and try again), or the proxy server does not support SSL tunnelling (consult local IT support

for assistance).

. Error Message ‘The application cannot connect to BARX servers. Please check your

Internet settings and try again.’ appears when trying to log in to BARX Corporate

From the BARX Corporate login screen select Internet Settings, add proxy information and
click OK.

Enter your proxy server address and port information in the window that appears.
Your local IT support desk will be able to supply the necessary information. Fill in the
User ID and Password fields if your proxy server requires authentication. Leave the MIS

Settings fields blank.

Click OK to save the settings and attempt to log in to BARX Corporate again.


https://live.barcap.com/UAB/S/ecom/logon/1/default?returnUrl=https://certs.barx.com/online/action/index
https://live.barcap.com/UAB/ct_logon_basic?resumePath=%2Fas%2FQ2iEVW6Ibt%2Fresume%2Fas%2Fauthorization.ping&allowInteraction=true&reauth=false&connectionId=ib-liveint-bcl-TABnyCxF9gRRi2zX750OCr6d6ARQgNVk&REF=77F3ABDC13F6A736568FC6AC3E25D02AFF3376698E1BEDF4E85F00000006

. Canlrun BARX Corporate on more than one computer?

. Yes, but you can only log on to BARX Corporate from one computer at any one time. You will
need to download and install the BARX Launcher and BARX Corporate, and export and import

a copy of your certificate to each computer that you will require access from.
*See export/import section at the end of this guide

. '‘Password Needed — Networking’ dialogue box appears during the BARX Corporate

download process

. Thisindicates that your proxy server is requesting authentication to download/launch BARX
Corporate. Please enter your own network internet authentication username and password,
not your BARX Corporate username and password. Consult your local IT support desk for

assistance if necessary.
. Are there any costs involved in setting up additional users?

No. To request access for new users, the Authorised System Administrator should send an
email to barxcorporate@barclays.com with the following information: full name and title,
contact details (telephone number, email, office address) and the type of access required

(trading, read-only or clone an existing user's set-up).
. What support can | expect with BARX Corporate?

Upon successful registration you will be asked to download a ‘Getting Started Guide',

which will help support you through the process of downloading the required software.

BARX Corporate includes a comprehensive, easy-to-use on-line Help System which will

provide you with the support required to use the service effectively.

In addition, the Client Services Team, provides dedicated support and administration
of BARX Corporate.

. Why have you developed an online dealing service?

BARX Corporate has been developed so that it can provide you with faster response times

and can be updated more cost efficiently and effectively for both you and the bank.

. How canlreinstall BARX Corporate on a new PC?

If you have access to your old PC

1. Export/Import your certificate

2. Follow steps 2 and 3 of the Getting Started Instructions
If you do not have access to your old PC

1. Contact the Client Services Team to issue a PIN for a new certificate. On receipt of the

PIN download the new certificate
2. Follow steps 2 and 3 of the Getting Started Instructions

*See export/import section at the end of this guide


mailto:barxcorporate%40barclays.com?subject=

PKI Security Certificates Step 2

Client Certificate Backup and Restore Procedures Expand the Personal folder and click on the Certificates folder just below it. Right click on the

It is advisable to make a copy of your Barclays personal digital certificate once it has been certificate issued touser username, select All Tasks > and click Export...

downloaded and store it securely for back-up and security purposes.

& certmagr - [Certificates - Current User\Personal\Certificates] 0 X
file Action View Help
i o 2@ 4§ L XE B
Certificate Export ]
GV Certificates - Current User Issued To Issued By Expiration D
v [ Personal
Step 1 Certificates
P Trusted Root Certfication Aut
8 Enterprise Tnust (N testwesh clays Capital Customer Browser CA (8) 08/04/2024
u = " Intermediate Certification Aut Open
From the search box next to your Start Menu, open “Manage User Certificates B 15l D Db il - — 5
» [
Trusted Publishers s & f
Untrusted Certificates Cut Request Certificate with New Key... f
Third-Party Root Certification Copy Renew Certificate with New Key...
Trusted People
A" Apps Docu m ents Setti ng S Ph O‘tos 1 Client Authentication Issuers BB Advanced Operations
Other People Properties
2 Export..
_ Local NonRemovable Certificz
MSIEHistoryJournal Help

Best match

Manage user certificates

Control panel

| Certificate Enrollment Reques|
Smart Card Trusted Roots

< > ||«

Export a certificate

/O Mmanage USGI’I

Note: Please be careful not to select "Manage Computer Certificates”.




Step 3

The Certificate Export Wizard appears. Click Next.

2» Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dlick Next.

Cancel

Step 4

On the Export Private Key with Certificate page, select “Yes, export the private key”

and click Next.

& ¢ Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

(O No, do not export the private key

Ganea




Step 5 Step 6

Leave default options —*“Personal Information Exchange” and click Next. Tick the Password option, create any password (case sensitive) and confirm it. Click Next

to continue.

X

& ¢ Certificate Export Wizard X
& ¢ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.
Security
To maintain security, you must protect the private key to a security principal or by
using a password.

Select the format you want to use:
[]Group or user names (recommended)
DER encoded binary X.509 (,CER)

Base-6% encoded X.509 (.CER) Add

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B) Remove
Indude all certificates in the certification path if possible

(® Personal Information Exchange - PKCS #12 (.PFX)
Indude all certificates in the certification path if possible

[CIpelete the private key if the export is successful

[ClExport all extended properties Password:

Enable certificate privacy

Microsoft Serialized Certificate Store (.S5T) Confirm password:
| 000000000000 |

Encryption: | TripleDES-SHA1 ™|

_ Cancel




Step 7 Certificate Import

Click on the Browse button to locate folder to store the certificate and enter a valid filename Step 1

(desktop is recommended). Click Next to continue. ) ) ) ) )
Double-click on the certificate (.pfx) file to start the Certificate Import Wizard. Click Next and

% then Next again without changing any settings.
& ¥ Certificate Export Wizard
Step 2
File to Export Type in the password if one has been entered. Then select the options “Mark the private key as
Specify the name of the file you want to export
) exportable” and "Include all extended properties” and click Next.
File name: %
C:\Users\wilshane\Desktop\BARX Certificate willishan.pfx Browse...
& ¢ Certificate Import Wizard
Private key protection
To maintain security, the private key was protected with a password.
Type the password for the private key.
Password:
| 000000000
[[]Display Password
Import options:
Ear col [C]Enable strong private key protection. You will be prompted every time the
e _i private key is used by an application if you enable this option.
Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.
Step 8 [C]Protect private key using virtualized-based security(Non-exportable)
. . - . . Indude all extended ties.
Finally, click on the Finish button to complete the export. A confirmation message will appear e L
to let you know that the export has been successful. The exported certificate file must have
a.pfx extension. ~ Cancel |




Step 3 Step 4

Select "Place all certificates in the following store"” and click Browse. Select Personal, click OK Finally, click on the Finish button to complete the import. A confirmation message will appear to
and then Next. let you know that the import was successful.
. Contact Us

& L¥ Certificate Import Wizard
If you have any queries, please e-mail barxsupport@barclays.com or speak to the BARX Client

Services team on:

Certificate Store
Certificate stores are system areas where certificates are kept.

«  London+44 2077739885

Windows can automatically select a certificate store, or you can specify a location for

the certificate. « NewYork+1212 412 3640

(O Automatically select the certificate store based on the type of certificate
«  Tokyo+81345305162

(® Place all certificates in the following store

Select Certificate Store X + Singapore +65 6395 3270

Browse...

Select the certificate store you want to use.

Personal A

Trusted Root Certification Authorities
Enterprise Trust

| Intermediate Certification Authorities
| Active Directory User Object

“1 Triicted Diihlichere
< >

[]show physical stores

Cocel Cance

You can get this in Braille, large print or audio. For more information, please contact your local Barclays representative
or visit barclayscorporate.com/alternativeformats

Barclays Bank PLC is registered in England (Company No. 1026167) with its registered office at 1 Churchill Place, London E14 5HP. Barclays Bank PLC is authorised by the Prudential Regulation Authority, and regulated by the Financial Conduct Authority (Financial Services Register No. 122702)
and the Prudential Regulation Authority. Barclays is a trading name and trade mark of Barclays PLC and its subsidiaries.

Barclays Bank PLC in the UAE is regulated by the Central Bank of the UAE (Licence No. in Dubai: 13/1844/2008; Abu Dhabi: 13/952/2008).

BARX, Barclays and The Trader’s Best Friend are registered trademarks of Barclays Bank PLC and/or its affiliates. Other trademarks are property of their respective owners. Neither Barclays Bank PLC nor any affiliate nor an officer or director of any of them accept liability or loss arising from
any use of this publication or its contents. This publication is for discussion purposes only and shall not constitute any offer to sell or any solicitation to buy any security nor is it intended to give rise to any legal relationship between Barclays Bank PLC or any of its affiliates and you or any other
person, nor is it a recommendation to buy any securities or enter into any transaction. This document does not disclose all the risks and other significant issues related to use of the functionality and enhancements described herein. Prior to using such functionality, you should ensure that
you fully understand all applicable risks, including without limitation, the risks inherent in trading and in particular using trading algorithms and defaults. The BARX platform and all the enhancements described herein might not be available to all categories of investors due to local regulatory
requirements and if made available are provided pursuant to a separate agreement between you and Barclays. Some products and execution techniques might not be available in certain jurisdictions and can be confirmed by contacting local offices. Prior to entering into any transaction of

the type discussed herein, investors shall seek their own legal, tax and accounting advice to determine the advisability of entering into transactions and their eligibility for BARX. Copyright 2012 Barclays Bank PLC. All rights reserved.
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